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ABSTRACT

1.0. Introduction

Universities today rely heavily on digital technology to handle their financial operations and student records. The
implementation of modern technology at educational institutions leads to higher security threats. According to
IBM Security (2024), schools in the education sector remain exposed to cyber threats because they attempt to
safeguard their existing information through the use of outdated systems and weak security measures.

Organizations implement cloud-based solutions to establish centralized systems which enable them to control
operations while expanding their capacity and conducting automated data protection activities. The cloud provides
organizations with top security solutions which include identity management and deep encryption capabilities. The
advantages of a system require active effort from users to establish them as operational functions. Cloud Security
Alliance (2022) states that cloud migration success requires organizations to define their entire operational
approach. The institutional security system becomes vulnerable to breaches when governance fails to supervise

system implementation and users establish incorrect system settings.
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High-level security frameworks create an ideal solution for security needs, yet these frameworks fail to address
security requirements that small educational institutions face. Institutions face problems with their basic operations
because they need to update their servers and add more security personnel according to the ENISA (2022)
governance and risk management frameworks which provide organizations with comprehensive operational
procedures. Schools need structured assessments to establish their current status before they can implement
advanced digital technology. The existing standards and frameworks need implementation, which serves as the

primary problem for organizations.
1.1. Statement of the problem

This study aims to assess the cybersecurity and cloud infrastructure readiness of higher education institutions.
Specifically, it seeks to answer the following questions:

1) How prepared are higher education institutions in terms of cybersecurity governance, risk  management, and

incident response?
2) How ready are institutions to securely implement and manage cloud-based infrastructure?
3) What infrastructure and policy gaps increase institutional vulnerability to cyberattacks?
1.2. Hypotheses of the Study
Ho: Higher education institutions have only moderate cybersecurity readiness.
Hy: Institutions are not fully prepared to securely adopt and manage cloud infrastructure.
H,: Gaps in governance, staffing, and infrastructure significantly increase vulnerability to cyber threats.
1.3. Study Objectives
General Objective

All The primary aim of this research is to gauge how well-prepared higher education institutions actually are for the

cloud, specifically looking at their ability to withstand the modern wave of cyber threats.

Specific Objectives

e To assess the level of cybersecurity governance in higher education institutions.

e To examine the effectiveness of risk management and incident response practices.

e To evaluate the readiness of institutions in implementing and managing cloud-based infrastructure securely.
e Toidentify infrastructure and policy gaps that increase institutional vulnerability to cyber threats.

e To recommend strategic measures that can strengthen cybersecurity and cloud infrastructure readiness in

higher education institutions.
1.4. Significance of the Study
This study may provide valuable information and practical insights to the following groups:

e Audit the Rulebook
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Consider rulebooks in actual governance, and get a real feel for how these forms of schools actually manage
day-to-day risks.

Test the Tech

Conducting technical testing because this testing will verify the proper functioning of access controls and

monitoring systems and backup solutions nm.

e Evaluate Cloud Readiness

The assessment of security vulnerabilities which arise from the institutions' ability to transition to cloud services

needs to be conducted to determine their cloud readiness.

e Determining Vulnerability

The recognition and identification of the ‘exposed areas' in physical and procedural entities becomes a massive
task.

1.5. Scope and Delimitations
This research could be helpful for the following audiences:

The current research addresses the issues related to the cybersecurity and cloud infrastructure readiness of higher
education institutions. It involves students, information technology professionals, administrators, and other staff

working in the field of cybersecurity and cloud services management in higher education institutions.

This research is dedicated to the topics of cybersecurity governance, cybersecurity risks and threat management,
cybersecurity incident response preparation, and cloud infrastructure deployment, excluding other areas of
information technology that are not associated with cybersecurity and cloud infrastructure readiness issues. The
current research covers cybersecurity preparedness issues while excluding technical hacking activities, software

development activities, and system engineering tasks.

1.6. Definition of Terms

The following terms are operationally defined to provide clearer understanding of the study:
o Cybersecurity

Refers to the protection of computer systems, networks, and digital information from cyber threats such as hacking,

malware, phishing, and unauthorized access.
e Cloud Infrastructure

Refers to the hardware, software, storage, and network resources delivered through cloud computing services to

support institutional operations.
e Higher Education Institutions (HEIS)

Refers to colleges and universities that provide tertiary education and utilize digital systems for academic and

administrative services.
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e Cybersecurity Governance

Refers to the policies, procedures, and management practices implemented by institutions to ensure the protection
of digital assets and information systems.

¢ Risk Management

Refers to the process of identifying, assessing, and minimizing cybersecurity risks that may affect institutional
operations.

¢ Incident Response

Refers to the procedures and actions performed by an institution to detect, manage, and recover from cybersecurity

incidents or attacks.
e Cloud Readiness

Refers to the capability of an institution to securely adopt, implement, and manage cloud-based technologies and

services.
o Multi-Factor Authentication (MFA)

Refers to a security method that requires users to verify their identity using two or more authentication factors

before accessing systems or accounts.

e Data Backup

Refers to the process of creating copies of important digital data to ensure recovery in case of data loss, corruption,

or cyberattack.

e Monitoring Systems

Refers to security tools and technologies used to continuously observe, detect, and analyze suspicious activities

within institutional networks and systems.
1.7. Scope and Limitations of the Study

The research evaluates how prepared universities are to protect their digital assets against cybersecurity threats
while using cloud computing technology. The study includes participants who possess cybersecurity skills and
experience in managing cloud services, including students and staff members from various administrative and
technical roles. The research investigates how higher education institutions implement cybersecurity governance

and risk management and their capacity to respond to security incidents and their cloud infrastructure systems.

The research team obtained data from participants through a structured survey questionnaire which used a 4-point
Likert scale for responses. The study applied descriptive statistical methods which included weighted mean and
frequency distribution to examine the collected information. The research aims to assess how prepared institutions

are to safeguard their digital assets through effective cloud technology security management.

The research only examines specific higher education institutions, which prevents the findings from accurately

representing all educational institutions throughout the Philippines. The responses reflect self-reported
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information, which can lead to personal bias and different levels of understanding between the respondents. The
research study examines only cybersecurity preparedness and cloud infrastructure services, but it excludes all
technical aspects of hacking and software development and system engineering and all other IT domains. The
study did not take into account external elements which included budget constraints and internet connection issues

and the ongoing development of cybersecurity threats.
72.0. Review of Related Literature

The environment of higher education institutions functions as an open system that uses extensive data resources
which creates new security vulnerabilities that prevent effective security management (Afolalu and Tsoeu, 2025).
The pattern of cyber incidents which universities experience demonstrates that these events occur repeatedly to
jeopardize the protection of institutional services (Lallie et al., 2025). The education sector reports various cyber
incidents which include credential theft and social engineering attacks and system breaches (Verizon, 2024).
Cyberattacks and data breaches target educational institutions because these organizations provide access to
diverse users who use multiple devices and cloud services (Microsoft, 2024). The complete research shows that
higher education institutions require cyber security readiness for their business operations while the institution

needs to perform technical upgrades (IBM Security, 2024).

The use of cybersecurity maturity models helps organizations to strengthen their security systems because these
frameworks guide organizations in developing their security systems into sustainable operational processes which
security teams can evaluate and monitor throughout their lifecycle (2024). Organizations need to create
connections between their cybersecurity activities and enterprise risk management systems and executive
leadership functions according to current governance-focused requirements (NIST 2024). Security systems must
evolve beyond just ensuring that organizations comply with minimum standards because their business operations
will have to be secured from attacks that will come with the course of their normal operations (ENISA 2023a).
Security systems must evolve beyond simple compliance because organizations’ business operations require
additional protection from any new attack techniques (ENISA 2023a). Afolalu and Tsoeu (2025) state that higher
education institutions use maturity assessment to determine their existing security controls and their
unimplemented security controls and their necessary security controls which result from their ongoing digital

growth.

Organizations use recreational cloud services to achieve operational efficiency which gives them more scalable
systems that stay online during operational disruptions while distributing security responsibilities to third parties
(CSA 2024a). Organizations need to implement three essential security components for cloud environments
according to market research which requires they build security visibility systems and governance frameworks and
identity management systems that need vendor system integration (ENISA 2023b). The newest implementation
guidelines require organizations to create secure access systems which will protect their hybrid and multi-cloud
and remote access systems without using network location as a security trust element (NIST 2025). The
development of cloud-native zero trust models proves that organizations which operate in multiple locations need

to implement both identity-based access control and policy-based access control systems (NIST 2023). Current
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research shows that organizations must build their detection and response skills because these two abilities need to
function together to manage misconfigurations and unusual behavior and unauthorized access in cloud systems
(Pitkar 2025).

Various publications consistently report on the issue of old legacy systems that do not meet the modern security
requirements due to design, documentation and maintenance practices that are not compatible with today’s
security standards (Pang et al., 2022). When it comes to higher education institutions, digital transformation
happens at a rate that IT and Information Security functions and governance mechanisms are often not ready to
handle (Teane and Matlala, 2025). In terms of barriers to digital transformation in universities based on a
systematic review — weak university strategies, resources, human capacity and culture are some of the identified
barriers that can hinder safe modernisation of systems (Singun, 2025). A number of maturity studies in higher
education also highlight that different stakeholders have very different views on the level of digital transformation
happening at their institution with there often being a huge disconnect between the ambitions and the actual
implementation (Bravo-Jaico et al., 2025). The same type of constraints are also reported by other researchers for
smaller companies that have limited staff and poor defined processes which can lead to increased risk for example
from the type of social engineering attacks as phishing, ransomware or poor access control (Awan and Alam,
2025).

A new crop of cybersecurity papers is framing zero trust as much as a governance model as a security architecture
because it includes the necessity of continuous verification, strong policy enforcement and a definition of trust
boundaries (NIST, 2025). The cloud-focused zero trust security model developed in this research points out that
access decisions are based on identity, context, data classification of workloads and continuous authorization and
not on traditional perimeter-based assumptions (NIST, 2023). This perspective on zero trust and cloud security
also supports new cybersecurity governance recommendations focusing on leadership accountability within the
Govern function and on incorporating cybersecurity risk into business and enterprise-level management and
operations (NIST, 2024). These also support a prioritized set of safeguard information sharing and use models
(NCIFP-01) that align cybersecurity governance to institutional priorities and direct activities such as asset
management, access control, logging and recovery planning. Higher education, balancing as it does openness in
academic communications with the need to maintain confidentiality of sensitive administrative information, also
strongly benefits from governance-control alignment to prevent vulnerabilities that could develop between control

points from being transformed into operational weaknesses due to policy gaps (ENISA, 2023a).

Our latest wave of research papers on the topic of zero trust explores how it is evolving as a concept from being a
technical security control to becoming a governance model as well. The model includes aspects such as continuous
verification, enforcement of policies and identification of trust boundaries (NIST, 2025). Our cloud zero trust
security model research affirms that access decisions are made based on identity, context, data classification of
workloads and continuous authorization versus traditional assumptions based on the perimeter (NIST, 2023). Our
work on zero trust and cloud security also affirms the new NIST Cybersecurity Governance recommendations

which include providing leadership within the Govern function and integrating cybersecurity risk into enterprise
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and business-level management and operations (NIST, 2024). These recommendations also affirm the prioritized
set of safeguard information sharing and use models (NCIFP-01) that tie cybersecurity governance to institutional
priorities and activities such as asset management, access control, logging and recovery planning. Higher
education, which depends on openness in the academic communications while at the same time needs to protect
the confidentiality of administrative information, is also a good candidate for governance-control alignment of
safeguards to avoid potential weaknesses between control points from becoming operational weaknesses due to

policy and governance gaps (ENISA, 2023a).

The security field needs technical controls which work together with institutional users because students and staff
members create a major security risk in locations where their attendance patterns change throughout the day
(Armas and Taherdoost, 2025). University students served as study subjects because researchers wanted to
investigate how three factors which include awareness and attitudes and risk perception affect cybersecurity
adoption. The researchers discovered that human behavior needs to be handled through formal processes instead of
using informal approaches (Adeshola and Oluwajana, 2025). The methods used in delivering cybersecurity
training programs will have more positive effects when they integrate structured training with real-life situations
and pre-set learning objectives rather than awareness training separately (Mukherjee et al., 2024). Based on the
results obtained from the research studies, it is clear that the teaching method that involves interaction between the
learner and instructor ensures more learning than lectures that require changes to meet current demands (Alnajim
et al., 2023). In relation to the analysis of the policy concerning educational program strategy, there should be
cybersecurity awareness programs set up throughout the university campuses instead of IT staff members who

possess knowledge about cybersecurity (ENISA, 2022).

The research conducted by Sabillon et al. (2024) demonstrates that higher education audits reveal distinct
operational differences between organizations which use digital forensics and incident response and disaster
recovery methods to protect their security systems. National studies maintain that educational institutions use
operational resilience and practice exercises and coordinated incident handling activities as essential elements of
their cyber protection measures against cyber threats (CISA 2024). Businesses must implement rapid breach
detection systems together with their containment measures and incident response processes because research
indicates that breaches create substantial financial losses for organizations (IBM Security 2024). Three primary
methods enable educational institutions to experience security breaches according to incident research data which
includes credential theft and phishing attacks and software vulnerability exploitation (Verizon 2024).
Organizations require incident detection systems along with response capabilities and learning systems to develop

their capacity to handle emerging threats according to recent threat research findings (ENISA 2023a).

In line with this, studies on digital transformation in universities revealed that universities must “balance ideas and
controls to ensure modernization does not introduce uncontrollable risk and erosion of trust in academic systems”
(Garcia-Pefialvo, 2021). Other ideas on digital transformation in higher education institutions revealed that it
“involves governance, culture, services, and engagement with stakeholders, not simply purchasing new

technology” (Gkrimpizi et al., 2024). Other studies revealed through case studies that “teaching innovation and
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digital transformation in universities is best done when strategy, skill-building, and support are developed in
conjunction” (Pafios-Castro et al., 2024). Other recent studies revealed that “future-oriented transformations in
higher education institutions rely on cyber resilience, secure digital ecosystems, and a state of readiness for Al and
cloud-enabled operations” (Nazyrova et al., 2025). At a larger scale, studies on readiness in cloud adoption
revealed that “differences in organizational capacity are driven by gaps in digital infrastructure, governance, and

organizational capacity” (Tudor et al., 2025).

The research conducted across multiple studies demonstrated that academic institutions experience cybersecurity
weaknesses, yet the majority of research studies examine specific technical components which include either
web-based systems or platform technologies or security features instead of showing how academic institutions
prepare themselves for governance and infrastructure and cloud computing implementation (Eshetu et al., 2024).
Online higher education institutions show that conventional cybersecurity methods and Al-based security systems
can coexist together yet implementing their combined approach proves difficult because of operational
complications (Parambil et al., 2024). The research conducted about cybersecurity risks in university cloud
systems delivered technical recommendations which institutions could implement yet the research faced
limitations because it could not address all institutional challenges which would arise during their cloud
development projects (Dong and Xie, 2025). The studies conducted about digitally connected classrooms
demonstrate that educational institutions experience cybersecurity risks which affect their governance systems and
academic programs and social activities thus educational institutions must conduct complete cybersecurity
assessments instead of solving individual cybersecurity issues (Theodorio, 2025). The existing situation requires
higher education institutions to conduct structured research which evaluates their cybersecurity governance
systems and their infrastructure and cloud systems and their existing security gaps between established policies

and actual infrastructure (Teane and Matlala, 2025).

Table 1. Comparative Analysis of Infrastructure Strategies

Feature

Traditional/Basic
Security Approach

Modern/Cloud-Based
Security Strategy

Impact on Institutional
Readiness

Access Control

Password-Only
Authentication: Users
rely only on usernames
and passwords.

Multi-Factor
Authentication (MFA):
Requires additional
identity verification
methods.

Improves protection
against unauthorized
access and account
breaches.

Incident Response

Manual Response
Procedures: Security
issues are handled only
after detection.

Automated Incident
Response Plans (IRP):
Uses predefined response
and recovery procedures.

Reduces response time
and minimizes damage
during cyberattacks

Monitoring System

Limited Monitoring:
Security checks are
performed occasionally.

Real-Time Monitoring
and SIEM Systems:
Continuous monitoring
and threat detection.

Enhances detection of
suspicious activities and
cyber threats.

Data Storage

Local Server Storage:
Data is stored in a single

Cloud-Based
Infrastructure: Data is

Improves scalability,
backup reliability, and
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institutional server.

distributed and securely
managed in the cloud.

system availability.

Security Governance

Basic Policies: Limited
implementation of
cybersecurity regulations

Comprehensive
Governance Policies:
Structured cloud and
cybersecurity
management.

Strengthens institutional
compliance and overall
cybersecurity readiness.

Workforce Capability

Minimal Cybersecurity
Training: Staff have
limited security

Continuous Training
and Staff Development:
Regular cybersecurity

Increases institutional
capability to prevent and
respond to cyber threats.

education and skill
enhancement.

awareness.

#3.0. Methodology

The researchers in this study used their research methodology to interview higher education institutions about their
cybersecurity and cloud system management practices. The study outlined its research design through three
components which included data collection methods and research instruments and evaluation methods used to
assess governance and infrastructure and security procedures. The chapter describes the data analysis process
which researchers used to find institutional gaps while assessing their overall readiness.

3.1. Research Design

The study examined cybersecurity and cloud infrastructure preparedness of higher education institutions through a
guantitative research design. The researchers used a quantitative approach because it enabled them to gather

measurable data which they assessed with standardized assessment tools.
3.2. Respondents and Sampling Technique

The study included 1003 participants who are students and employees who worked as IT staff members and
administrators together with personnel who involved in managing cybersecurity operations and cloud

infrastructure at selected higher education institutions that included USTP, SCC, MU and other institutions.

The researchers used purposive sampling to choose participants based on their knowledge and direct involvement
in cybersecurity and cloud systems. The research team used Messenger and face-to-face distribution methods to

recruit participants because these methods provided accessible and easy-to-use options for gathering data.
3.3. Research Instrument

The study used a structured survey questionnaire which researchers conducted through Google Forms as their main
research instrument. The instrument was designed to assess the level of cybersecurity readiness and cloud

infrastructure preparedness of higher education institutions.

The questionnaire included multiple sections which assessed essential domains of the following key areas:
e Cybersecurity Governance

¢ Risk management practices
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e Incident response readiness
e Cloud infrastructure and service readiness

Each item in the questionnaire was measured on a 4-point Likert-scale with the following response options:
1 - Not in Place

2 — Partly in Place

3 — Mostly in Place

4 — Fully in Place

The survey added a third response option which allowed participants to select "Not Sure / N/A" when they needed
to show their uncertainty about particular questions. The responses in this category were removed from the
statistical analysis.

The research team created questionnaire items by using established cybersecurity frameworks and best practices to
create an instrument which measures organizational cybersecurity readiness together with cloud security
assessment. The research team conducted a review process for the questionnaire to establish its clarity and
relevance before they distributed it.

3.4. Data Collection Method’s

The study utilized a survey method for data collection. The questionnaire was distributed through Google Forms
which enabled respondents to complete their answers on an internet-based platform. This method was selected
because it effectively gathered information from numerous participants who were situated in various higher
education institutions. The system delivered two benefits by streamlining data collection processes and reducing

the likelihood of human errors during data entry.
3.5. Data Gathering Procedure

The researchers created a standardized questionnaire which they used to collect data according to their research
objectives. The researchers created the survey which they sent to specific participants through Google Forms after
choosing them through purposive sampling. After the researchers obtained study participant consent, they used
Messenger and face-to-face contact to reach potential study participants. Respondents received enough time to
complete the questionnaire whenever they wanted to. The Google Forms platform automatically collected and
organized responses after respondents finished their assessments. The researchers processed the collected data

through examination and purification before they transformed it into a format suitable for statistical analysis.
3.6. Data Analysis

The researchers assessed institutional cybersecurity and cloud infrastructure readiness through the application of

descriptive statistical techniques which included weighted mean calculations.

Each response was assigned a numerical value based on a 4-point Likert scale, as follows:
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Table 2. 4-point Likert Scale

Point Interpretation
1 Not in Place
2 Partly in Place
3 Mostly in Place
4 Fully in Place

The weighted mean for each indicator was computed and interpreted using the following scale:

Table 3. Weighted Mean

Score Range Interpretation
1.00-1.75 Not in Place
1.76 - 2.50 Partly in Place
251 -3.25 Mostly in Place
3.26 — 4.00 Fully in Place

The results maintained their correctness and their validity because all responses which received the designation of

"Not Sure / N/A" were not counted in the final computation.

The researchers used the statistical method to assess implementation levels across all indicators while they

discovered the existing strengths and weaknesses and gaps in institutional cybersecurity and cloud readiness.
3.7. Ethical Consideration

The researchers maintained complete adherence to ethical standards throughout their study execution. A letter of
intent and consent statement was provided at the beginning of the Google Forms survey to inform participants
about the purpose of the study, the nature of their participation, and how the collected data would be used. The
study allowed participants to choose whether to take part, and they could leave the study at any time without any

consequences.

Although the study gathered minimal personal data which included email addresses and gender information and
general location details but this information was used only to verify responses and to organize research activities.
The research team maintained complete confidentiality of all collected data while preventing any possibility of
identifying specific participants during result presentation. The researchers maintained exclusive access to all
stored responses which were kept in a protected facility. Researchers maintained exclusive access to all survey
responses which they stored in secure locations to protect against data loss and unauthorized access. Google Forms
enabled automatic data collection and organization which reduced the need for manual data entry while
maintaining accurate data records. The study reported data only in aggregated form which prevented any direct
identification of individual participants or their respective institutions. The study implemented general data privacy

principles to protect participant information while maintaining ethical research standards.

74.0. Results and Discussion
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4.1. Respondent Profile

A total of 1003 respondents contributed in the study. The majority of respondents fall within the age range of 20—
21, indicating mostly young and student-oriented sample. The results represent the views of people who use digital
platforms to access university systems because they use these platforms. The gender distribution shows equal
representation because 50.9% of respondents identify as male while 49.1% identify as female which leads to

unbiased study results.

Figure 1 presents the gender distribution of the respondents who participated in the survey conducted by the

researchers. Data show that both male and female respondents were represented in the study.

Clmnvetnd DHaT It o

b

Figure 1. Gender Distribution of the 1003, survey respondents, showing that males represent 50.9% and females

49.1%, indicating an almost equal representation across gender in the study sample.

The results show that the gender distribution of the respondents is almost the same, with males at 50.9% and
females at 49.1% out of the total 1,003 respondents. So, it looks like both male and female participants were
basically represented in almost equal measure in the study. The small gap suggests that the findings are not pushed
or dominated by one gender group, which in turn makes the responses more even, and that they can feel more
dependable. Overall, this implies that the study really mirrors the views of both male and female respondents when

they are judging cybersecurity frameworks and cloud infrastructure readiness in higher education institutions.
4.2. Institutional Profile

The study included respondents from both public institutions which accounted for 54.3% of the sample and private
institutions which made up 46.8% of the sample. The study results show that 63.8% of participants attended
schools which had student populations below 5000 because this group represents the findings from small to
medium-sized higher education institutions. The research found that 59.6% of respondents reported their
institutions used cloud services while a significant number of respondents showed uncertainty about cloud

adoption which demonstrated their lack of knowledge about cloud adoption practices.

Figure 2 presents the distribution of respondents based on their institution type. Data show that the respondents

came from different types of institutions, including Public (State/Local), Private, and other institutions.
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Figure 2. Distribution of respondents based on institution type, showing 54.3% from public institutions, 46.8%
from private institutions, and a smaller percentage from other institution types, highlighting
representation across different HEI types.

Displays the categorization of respondents based on their institution affiliations. This category includes their
belongingness to institutions categorized as either Public (State/Local) Institutions, Private institutions, or other
institutions. In the results of the survey taken, respondents belonging to Public (State/Local) Institutions represent
the highest number as the majority at 54.3%, while those belonging to Private institutions rank second highest at a
very overwhelming figure of 46.8%. Thirdly, respondents from other institutions form the smallest number of
respondents in the survey. From this analysis, it is apparent that participation is equal between both sectors — the
public sector and the private sector. However, it is clear that the respondents gathered are mainly small and medium
size colleges whose student numbers do not surpass 5,000. This implies that despite the majority adopting cloud

computing at 59.6%, the adoption procedures remain dubious.
4.3. Cybersecurity Readiness - Weighted Mean Analysis
Table 4. Cybersecurity Readiness Weighted Mean Summary

Indicator Indicator Weighted Mean Interpretation
Bl Security 2.74 Mostly in Place
policies/guidelines
B2 Assigned security roles 2.66 Mostly in Place
B3 Risk assessment practices 2.64 Mostly in Place
B4 Incident response plan 2.58 Mostly in Place
B5 Post-incident review 2.67 Mostly in Place
B6 Multi-factor 2.80 Mostly in Place
authentication
B7 Role-based access control 2.70 Mostly in Place
B8 Monitoring systems 2.59 Mostly in Place
B9 Data backup practices 2.57 Mostly in Place
B10 Recovery capability 2.68 Mostly in Place
B11 Security training 2.63 Mostly in Place

Composite Mean: 2.68 (Mostly in Place)
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The results indicate that cybersecurity readiness across institutions is consistently rated as 'Mostly in Place.' The
analysis shows that basic security protections exist between the two security levels because the system lacks any
security measure which reaches the 'Fully in Place' status. Institutions begin their security programs by establishing

basic security measures which they need to improve until achieving standard security operations.

The research shows that organizations face security control challenges because they only partially implement
security controls according to ENISA (2023) and NIST (2024) research. The institutions show difficulties in
detecting threats and responding to them because their security systems which include incident response and

monitoring capabilities achieved scores of 2.58 and 2.59 respectively.

Figure 3 Cybersecurity Readiness Weighted Mean (Bar Chart) The bar chart shows how different security

indicators perform according to a 4-point Likert scale.
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Figure 3. Cybersecurity Readiness Weighted Mean scores for eleven cybersecurity readiness indicators across
surveyed institutions, measured on a 4-point Likert scale (1 = Not in Place, 4 = Fully in Place). Multi-factor
authentication scored highest (2.80), while incident response plan scored lowest (2.58).

The bar chart shows the mean weights for the eleven criteria for cybersecurity readiness; all of which lie between
2.51 — 3.25 and hence can be termed as "Mostly in Place”. Multi-Factor Authentication (B6) received the
maximum score of 2.80, followed by Security Policies/Guidelines (B1) scoring 2.74 and Role-Based Access
Control (B7) with 2.70. From the above results, it is apparent that the organization has set a very high priority for its
identity and documentation. The other factors include Recovery Capability (B10) of 2.68, Post-Incident Review
(B5) of 2.67, and Security Roles Assignment (B2) of 2.66. A middle score was also recorded for Risk Assessment
(B3), with a score of 2.64, Security Training (B11), scoring 2.63, and Monitoring Systems (B8) scored 2.59. This
indicates that these processes are operational but do not qualify for the "Fully in Place" status with a required
threshold of 3.26. The lowest mean scores were reported in incident response plan (B4) with a score of 2.58 and
data backup practices (B9) with a score of 2.57. In general, the chart reveals a steady readiness level for all
variables; however, there is an evident requirement for improving the reactive process and data redundancy to

reach the stage of full maturity in terms of cybersecurity.

4.4. Cloud Infrastructure and Service Readiness - Weighted Mean Analysis
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Table 5. Cloud Readiness Weighted Mean Summary

Indicator Description Weighted Mean Interpretation
C1l Cloud data policies 2.71 Mostly in Place
C2 Account management 2.65 Mostly in Place
C3 Security in adoption 2.78 Mostly in Place
C4 Tools/processes for cloud | 2.56 Mostly in Place
C5 Staffing/support 2.38 Partly in Place

Composite Mean: 2.76 (Mostly in Place)

The research results demonstrate that institutions have achieved cloud technology implementation together with
essential management procedures because they received a 'Mostly in Place' assessment for their cloud readiness.
The cybersecurity readiness assessment shows similar results to cybersecurity readiness assessment because
organizations have yet to achieve 'Fully in Place’ status for their security measures which remain unoptimized and

inactive.

The assessment presents higher scores for security considerations during adoption (2.89) and availability of tools
(2.85) yet these scores do not demonstrate complete operational readiness. The findings show that institutions
possess the necessary technologies for system operation yet they lack the governance and policy enforcement and
workforce capacity needed to operate these systems. The analysis illustrates a common problem in cloud security

research because organizations adopt new technology while they lack the necessary capabilities to implement it.

Figure 4 The Cloud Infrastructure Readiness Weighted Mean (Bar Chart) shows cloud operational status for
different categories which achieved a combined average of 2.76.
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Figure 4. Cloud Infrastructure Readiness Weighted Mean scores for five cloud infrastructure readiness indicators,
measured on a 4-point Likert scale. Security in adoption scored highest (2.78), while staffing/support

scored lowest (2.38), indicating areas requiring improvement in operational readiness.

The bar graph shows, in a kind of weighted mean way, the scores across five main dimensions tied to Cloud
Infrastructure Readiness. Security Adoption came out on top, with the highest weighted mean around (2.78), so it

looks like the organization’s main strong point sits in its security procedures and compliance measures. Right
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behind that are Cloud Policies (2.71) and Account Management (2.65), and together they hint at a sturdy base for
governance plus day-to-day administrative control. Tools/Processes got a smaller value, roughly (2.56), which
feels like a sort of turning point where technical automation, and workflow integration are still being tuned, not
fully locked in yet. The weakest weighted mean showed up in Staffing/Support, at approximately (2.38) , making it
the least prepared area. In other words, even if the technical and policy foundations seem fairly mature, there are
hurdles on the human side, like specialized competency gaps or limited access to dedicated support personnel that
can keep the infrastructure steady. Overall, the data points to this idea that security and policies are clearly
prioritized, but more investment in staffing and professional growth is needed, so the organization can reach

complete operational readiness
4.5. Gap Analysis

The assessment results show a significant issue because all indicators show 'Mostly in Place' status yet the
organization lacks high-maturity implementation for all its operational areas. The value cluster demonstrates that

institutions have achieved basic security readiness yet they remain unable to reach advanced security capabilities.

The organization experiences operational deficiencies because its incident response systems and monitoring
systems and staffing resources all receive lower assessment scores. The systems mentioned here are crucial
components needed to achieve successful threat detection and threat response and threat recovery operations. The
institution lacks protective measures against new cyber threats which specifically target their system weaknesses in

detection and response capability.
#15.0. Summary of Findings

The research shows that universities have established fundamental cybersecurity and cloud computing security
measures which receive assessment scores that reflect implementation at the 'Mostly in Place' level. The
institutions have not reached advanced cybersecurity maturity because they have not yet achieved complete

implementation of all required security indicators.
5.1. Conclusions

The results show that higher education institutions have reached a stage of digital maturity where they use
technology but their cybersecurity systems are not yet fully developed. The institutions established basic security
controls which prevent effective control through security operations and governance because they lack complete
system integration. The current security state of institutions becomes more dangerous because they have not yet
reached security maturity while adopting new technologies. The institutions will face challenges in preventing
dangers and identifying threats and reacting to cybersecurity attacks which will become more complex with

modern digital systems unless they enhance their monitoring and incident response and governance capabilities.
5.2. Recommendations
Based on the conclusions of the study, the following recommendations are proposed:

For Universities and System Administrators
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Conduct longitudinal studies to monitor cybersecurity and cloud maturity over time and assess progress
alongside digital transformation efforts.

Increase sample size and include other educational institutions across the Philippines to better understand
national cybersecurity preparedness.

Evaluate the impact of financial and resource allocation on staff training programs to bridge gaps in

cybersecurity capabilities.

Perform technical audits using standards provided by frameworks such as NIST and ISO 27001 to ensure

compliance.

Develop and implement comprehensive cloud governance policies to ensure standardized security measures

across all departments.

Establish continuous professional development programs for IT staff to strengthen skills in cybersecurity and

cloud management.

For IT Employees and System Managers

1.

For

1.
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Conduct in-depth qualitative research, including case studies, to identify barriers preventing institutions from

advancing from “Mostly in Place” to “Fully in Place” status.

Analyse potential benefits of emerging technologies, such as artificial intelligence (Al) and machine learning

(ML), for real-time monitoring and emergency management.

Improve monitoring and incident response systems by integrating advanced technologies and best practices for

enhanced operational readiness.

Implement regular testing and simulation exercises to ensure preparedness for cyber threats and system

failures.

Strengthen multi-factor authentication (MFA) and role-based access controls to improve system security and

access management.
Future Researchers

Explore experimental or comparative research designs to test the effectiveness of different cybersecurity and

cloud strategies.
Include variables such as governance, staff capabilities, and infrastructure maturity in future studies.

Adopt longitudinal research approaches to assess the evolution of cybersecurity and cloud maturity across

multiple years and digital transformation stages.

Investigate the adoption and impact of Al and ML technologies in enhancing cloud infrastructure and

cybersecurity readiness.

Conduct cross-institutional studies to compare practices between public and private universities for broader

insights.
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6. Examine user behavior and awareness as factors affecting cybersecurity readiness and system compliance.

7. Assess the effectiveness of policy implementation and operational compliance to identify persistent gaps.
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