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ABSTRACT

1. Introduction

Cybercrime has emerged as a critical global concern with the increased use of technology in daily life. We use the
Internet for various things, including communication, entertainment, education, and work. It has become essential
(Adinya & Obono, 2021). However, the Internet exposes us to several threats, such as Cybercrime. Senior high
school kids are particularly susceptible to online crime. They are accustomed to spending much time online since
they are digital natives who grew up in a society where technology is pervasive. However, studies have shown that
many young people are unaware of the dangers of using technology, making them more vulnerable to Cybercrime
(Rajasekharaiah et al., 2020).

People's attitudes on one's dignity have always been crucial since they shape a person's mindset and morals,
especially those of young people (Telo, 2023). The Internet, the world's largest anarchist experiment, is the first
invention that humanity has made that it does not comprehend, according to Eric Schmidt 2021. Any behavior
using a computer network or networked device for illegal purposes is called Cybercrime (Deora & Chudasama,
2021). In other words, the crime in question is committed by someone while using any digital device. This subject
will make young people aware of the extent and limitations of Cybercrime, enabling them to forge solid bonds with
their families, peers, and society. This idea is crucial because, if overlooked, it may encourage young people to
commit crimes of this nature and veer from the proper path. Due to the effect of the environment, providing young
people with adequate knowledge is a difficult responsibility for the government (Lee et al., 2021). Cybercrime has
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emerged globally due to the advancement of science and technology (Lee, 2019). The first notable increase in
Cybercrime happened in the late 1980s, along with email development. It has succeeded by disseminating various
infections and scams (Dada et al., 2019). As web browser technology advanced in the 1990s, the second phase
emerged. Because of their curiosity, many users were vulnerable to infections. When browsing dubious websites,
viruses were spread via Internet connections (Thakral and Kalghatgi 2022). As social media took off in the 2000s,
cybercrime cases also emerged, involving the straightforward hacking of personal data. Hackers typically try to

acquire private data to advance their tactics and plans (Holt, 2020).

Social media is a tool that has both constructive and destructive uses. According to Mundt et al., (2018), social
media comprises any digital technology that allows users to create and share content easily. A computer,
smartphone, iPad, or other internet-connected device can access it. Some popular social media networks include
Twitter, Instagram, Facebook, WhatsApp, and Messenger. Due to its ability to bring people together by
exchanging pictures, feelings, and films that cause major security problems, it has become increasingly popular
(Pianese and Belfiore, 2021). Nowadays, young individuals who feel comfortable and confident enough to share
personal information on social networking platforms make up the majority of users. Internet scammers can register
as many social media accounts as they wish under different aliases and exploit them for unlawful activities because
social networking sites are so widely used (Umejiako and Uzoka, 2022). Remember that maintaining safety is
essential when utilizing social media platforms. However, your name, phone number, and even your address could
be taken and used for identity theft or the creation of false identities if you do not take the necessary safeguards.
The full power of the leading social media platforms can be shown by observing their extensive influence (Gawer,
2022).

According to Jing et al., (2019), the ICT sector in the Philippines is one of the countries in Southeast Asia with the
quickest economic development. However, because of its large population of internet users, the nation is also
among the most susceptible to Cybercrime. Due to youngsters' greater access to technology and the Internet,
Cybercrime is an issue that is getting worse in the Philippines (Szymkowiak et al., 2021). Due to the large number
of internet users in the Philippines and the lack of knowledge and education regarding Cybercrime, there have been
several instances of kids becoming involved in Cybercrime, either as perpetrators or victims (Abuda et al., 2020).

The Philippines has a sizable young population, making them vulnerable to Cybercrime.

Knowledge is easily accessible to us thanks to modern technology. Threats to computer security are always present
and always changing to keep up with and surpass new and developing technology (Lavorgna, 2020). At the very
least, the perpetrators of these threats continuously devise new ways to annoy and disturb us; at worst, they are
trying to steal our identity, money, and property (Bambacht and Pouwelse, 2022). The Philippines has never
lagged in adopting new technologies, particularly regarding the Internet. On September 12, 2012, the Philippine
Congress passed Republic Act No. 10175, often known as the "Cybercrime Prevention Act of 2012, which covers
crimes against and perpetrated using computer systems. It consists of substantive and procedural penal laws and
laws governing international cooperation. It has been described as "a crime committed with or through the use of

information and communication technologies such as radio, television, cellular phones, computers and networks,
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and other communication device or application," according to the Department of Justice (DOJ) (2021, Primer on
Cybercrime Law. According to this definition, it appears that the term "cybercrime" has a broad definition in our
nation and is not just limited to felonies committed using computers or the Internet. Two measures approved by the
Philippine Senate and House of Representatives in June 2012 resulted in Republic Act 10175, often known as the
Cybercrime Prevention Act of 2012. The final consolidated form of the measures above was signed into law by

President Benigno Aquino 111 in September of the same year.

According to a recent study on peer influence, teenagers are more likely to participate in cybercrimes like hacking
and online bullying if their friends do. It is crucial to know what your children are doing online and whom they are
interacting with, both offline and online (Towner et al., 2022). Today's digital world has evolved into a similar way
of existing. The general people can now do things that were unthinkable just a few years ago. Because of the
increasing dependence and reliance of mankind on these computers, the Internet is quickly becoming a way of life
for millions of people. Email, websites, and others are used anytime, everywhere I.T. solutions have been made
possible via the Internet for the benefit of humanity. The Internet has many positive social effects and provides
criminals with new, highly sophisticated technological tools. To prevent engaging in it or unintentionally creating
illegal and punishable activities, they should be informed of the extent and restrictions of Cybercrime. Due to this,
policymakers, law enforcement, and international organizations face new issues due to the emerging types of
Cybercrime (Stansberry and Anderson, 2019). People's daily lives are significantly impacted by technology

because it improves convenience in all facets of existence.

Although there has been research on cybercrime awareness among different age, groups, there needs to be more
research on cybercrime awareness among senior high school students and in this particular locale setting. Most
existing research focuses on college students or young adults, but there needs to be more research examining the
level of cybercrime awareness among senior high school students. Furthermore, many existing studies on
cybercrime awareness have been conducted in Western countries, with few studies in Asian countries, where
internet usage and culture may differ significantly. Thus, there is a need for research that focuses on the specific
context of senior high school students at Misamis University, Ozamiz City, where the use of technology is

prevalent. However, awareness of Cybercrime may be limited or lacking.

Therefore, the study "Cybercrime Awareness Among Senior High School Students" aims to address this gap by
examining the level of cybercrime awareness among senior high school students in an Asian country, specifically
in the context of the Philippines. This study provides insights into the level of awareness among senior high school
students, which can help educators and policymakers to develop appropriate programs and policies to enhance

cybercrime awareness and ensure that young people are safe online.

2. Methods

In this study, a descriptive research design was employed. This investigation prefers this method because it
emphasizes fact-finding with a proper interpretation. The descriptive technique was created to research a specific

subject to learn about existing conditions or circumstances. The nature of a scenario or condition, as it exists from

the moment of occurrence to the current occurrences, makes this methodology the most suitable tool.
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The Senior High School Department of Misamis University, located in H.T. Feliciano St. Ozamiz City,
Philippines' is where this research study was carried out. A progressive and dynamic education is promoted by
Misamis University, which upholds the principle that God is the center of its existence and that education its
service offering to God and country. Det Norske Veritas, a Dutch company, has awarded its first and only 1SO
certification in Mindanao for its high-quality instruction and services. With its current location, Misamis
University has developed into an urban and contemporary institution that contributes to the area's success,
progress, and development while enhancing its standing as a top institution of higher learning. The agricultural and
fishing industries are major contributors to Ozamis City's economy. Additionally, it produces fisheries goods from
fishpond and marine fishing operations in the Panguil Bay region. In the northwest region of Mindanao, most
business establishments are evolving into hubs of trade, commerce, and education. Additionally, Ozamiz City is
the ideal harbor position for Lanao Del Norte and Misamis Occidental to exploit as a production outlet. There are

51 barangays in Ozamiz City; 28 are in rural areas, and 23 are in urban areas.

In addition, the school provides senior high school instruction in the following strands: General Academic Strand
(GAS), Pre-Baccalaureate Maritime, Science, Technology, Engineering, and Math (STEM), Accounting,
Business, and Management (ABM), and Humanities and Social Sciences (HUMMS). It features a mix of Catholic

and Muslim pupils, which piqued the researchers' interest in using it as the site for the study.

The study's respondents will be two hundred fifty-three (253) Senior High academic Students who are officially
enrolled at Misamis University's academic year 2022-2023. 253 Senior High School Students participated out of a
total of 1,268 students. They were chosen at random from their respective grade levels and strands using a random
sampling process. Five strands will be required in each grade level to produce relevant results and truly determine
the level of awareness of senior high pupils toward cybercrime. The demographic profile of the respondents was

also gathered such as age, sex, grade level and academic strand of the students.
©7 3. Results and Discussions

This part integrates the results of the study after data gathering. The data tables are prepared with their

corresponding frequency, mean, and percentages. The researchers presented it in a table format.
Demographic Profile of the Respondents

First, the researchers divided the respondents' ages into three (3) groups. Table 1 reveals that the majority of
respondents are between the ages of 15 and 17, with a frequency of 129 and a percentage of 51%, followed by the
one with a frequency of 124 and a percentage of 49%. There are, however, no students over the age of 21. The Sex
of the Respondents. According to the statistics, males outnumber females by 144 to a percentage of 56 percent,
while females outnumber males by 109 to a percentage of 43.1 percent. As these students are still in high school,
there is an opportunity for educational interventions to be implemented to increase their awareness of cybercrime
and how to protect themselves online. Schools and educators can work to develop and implement programs to

educate students on the risks associated with cybercrime and ways to stay safe online.

Respondents’ Grade Level. According to the findings, the majority of respondents are in Grade 11, with 127 in

total and a percentage of 50.2 percent, while there are only 126 in Grade 12, with a percentage of 49.8 percent. The
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implication of the results was, the majority of respondents being in Grade 11 is that interventions and educational
programs related to cybercrime awareness can be targeted towards this grade level. Since Grade 11 students
comprise the largest group of respondents, it may be an effective strategy to provide them with age-appropriate
information and training on how to stay safe online and avoid becoming victims of cybercrime. Additionally,
educators can design and implement interventions that cater to the specific needs and preferences of Grade 11
students, considering that they may have different perspectives and experiences with technology compared to
younger or older students. Overall, the findings suggest that there may be an opportunity to strengthen cybercrime
awareness and prevention efforts among Grade 11 students, which could potentially benefit the wider student

population.

Respondents' Academic Background. The statistics show that the majority of respondents are from
Pre-Baccalaureate Maritime, with a frequency of 53 and a percentage of 20.9 percent, while others have a
frequency of 50 and a percentage of 19.8 percent. The implication of the result that the majority of the respondents
are from Pre-Baccalaureate Maritime is that this group may have unique perspectives or experiences related to
cybercrime awareness and prevention. This could be due to the nature of their field of study or career aspirations,
which may involve more frequent use of technology and exposure to cyber threats.

Additionally, the fact that a significant percentage of respondents (19.8%) come from other programs suggests that
cybercrime awareness and prevention is a relevant topic for a broad range of students, not just those in
technology-related fields. This highlights the importance of promoting cyber safety and education across different
academic disciplines and fields of study. These findings emphasize the need for tailored and inclusive approaches
to cybercrime awareness and prevention, taking into account the diverse backgrounds and perspectives of students

from different programs and fields of study.

Table 1. Demographic Profile of the Respondents

(Frequency and Percentage Distribution of Respondents Demographic Profile)

Profile Frequency  Percentage
Age
15-17 129 51
18-20 124 49
21-Up
Sex
Male 144 56
Female 109 43.1
Grade
Level
Grade 11 127 50.2
Grade 12 126 49.8
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Academic

Strand
ABM 50 19.8
GAS 50 19.8
HUMSS 50 19.8
STEM 50 19.8
Pre- Baccalaureate Maritime 53 20.9

253 100

Table 2. Level of awareness of Cyberbullying among Senior High School Students

Variables Mean SD Interpretation

Cyberbullying 4.46 0.27 Very Aware

Note: Awareness Scale: 4.24-5.00 (Very Aware); 3.43-4.23 (Aware); 2.62-3.42 (Neutral); 1.81-2.61 (Less Aware);
1.0-1.80 (Least Aware).

Cyberbullying may take place on social media posting and messaging platforms that are aimed at spreading or
posting embarrassing photos and videos and sending hurtful, abusive, and threatening messages via messaging
platforms (Thukral, 2022).

Table 2 presents the data on cyberbullying. It shows that the majority of the respondents with the highest mean
4.76 are very aware, particularly in the statement (10) Cyberbullying can happen anytime in the online world. |
should be vigilant to avoid getting involved in it. The outcome reveals that the students are very vigilant to avoid
getting involved and being one of the victims of cyberbullying. Therefore, the students are very aware enough that
cyberbullying can happen anytime in the online world and must be vigilant anytime. The table also receives the
lowest rating, with a mean of 3.84. Respondents are aware in a statement (5) they will tell their parents/guardians if
someone bullied them online. In this response, they are not confident enough to tell their parents/guardians if
someone bullied them online. For this reason, they may think that their parents experience a range of negative
sensations, including annoyance, anger, and worry about the harmful consequences that bullying and victimization
can have for their kids. In the only previous study of parental fear of bullying of which we are aware, (Stives et al.,
2019) assessed the extent to which parents were fearful of their child becoming a victim of bullying. In the study of
54 parents, they found parents were evenly divided on whether they were fearful of their child becoming a victim
(Stives et al., 2019).

The implication of the study for the result that the majority of respondents are “Very Aware” of the potential for
cyberbullying and the need to be vigilant is and education and awareness-raising campaigns around this issue may
have been effective. This suggests that efforts to educate students about the risks of cyberbullying and how to
prevent it may have been successful in raising awareness and promoting safe online behavior. On the other hand,

the finding that students are less confident in telling their parents or guardians if they are being cyberbullied
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highlights the need for further support and resources for students who may be experiencing online harassment.
This could include providing safe spaces for students to report incidents of cyberbullying and ensuring that there is
a clear protocol for addressing such incidents. The study's results suggest that while efforts to raise awareness
about cyberbullying may have been successful, there is still room for improvement in terms of supporting students

who may be experiencing this type of harassment.

Table 3. Level of awareness of Cyberpornography among Senior High School Students

Variables Mean SD Interpretation

Cyberpornography 471 0.09 Very Aware

Note: Awareness Scale: 4.24-5.00 (Very Aware); 3.43-4.23 (Aware); 2.62-3.42 (Neutral); 1.81-2.61 (Less Aware);
1.0-1.80 (Least Aware).

Cyber Pornography means publishing, distributing, or designing pornography by using cyberspace. The
technology has its pros and cons and cyber pornography is the result of the advancement of technology
(Wulandari, 2021).

Table 3 presents the data on cyberpornography. It shows that the majority of the respondents with the highest mean
4.90 are very aware, particularly in the statement (7) | will not share pornographic photos and videos on social
media sites. With the easy availability of the Internet, people can now view thousands of porn on their mobile or
laptops, they even have access to upload pornographic content online.

The outcome reveals that they are not fun engaging in sharing pornographic photos and videos online, they are
very aware that the display of offensive photographs, particularly those showing sexual activity, is known as
cyberporn. On the other hand, all of the statements on cyberpornography interpret “Very Aware”. This implies that
even though they are born in a digital age they are very aware enough of what may be a consequence if they will be

engaged in cyber pornography activities.

The implication of the study the result that the majority of respondents are very aware of the risks associated with
sharing pornographic photos and videos on social media sites is that there may have been effective educational and
awareness-raising campaigns around this issue. This suggests that efforts to educate students about the dangers of
cyberpornography and the legal consequences of sharing such content may have been successful in promoting

responsible online behavior.

Furthermore, the fact that all statements related to cyberpornography were interpreted as "Very Aware" indicates
that students are highly sensitive to the risks associated with this type of online content. This highlights the
importance of continued education and awareness-raising around the issue, as well as the need for ongoing efforts
to prevent the dissemination of cyberpornography and to protect minors from exposure to inappropriate content
online. The study's results suggest that efforts to educate students about the risks associated with
cyberpornography may have been successful, but continued efforts are needed to promote responsible online

behavior and protect students from exposure to inappropriate content online.
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Table 4. Level of awareness of Identity Theft among Senior High School Students

Variables Mean SD Interpretation

Identity Theft 471 0.09 Very Aware

Note: Awareness Scale: 4.24-5.00 (Very Aware); 3.43-4.23 (Aware); 2.62-3.42 (Neutral); 1.81-2.61 (Less Aware);
1.0-1.80 (Least Aware).

Identity theft is defined as the crime of obtaining the personal or financial information of another person to use

their identity to commit fraud, such as making unauthorized transactions or purchases (Ma & McKinnon 2022).

Table 4 presents the data of the responses of the respondents on Identity Theft. It shows that the majority of the
respondents with the highest mean 4.85 are very aware, particularly in the statement (10) | do not leave my social
media accounts open in a computer shop. Due to the trend of the internet, many business establishments open an
internet café. By this genre, students who can’t afford to buy gadgets may still have or create their own social
media accounts by going into an internet café and opening their social media accounts in it. The aforementioned
availability has a time limit which sometimes ought them to forget about logging out of their accounts. All of the
statements on Identity Theft interpret Very Aware. It implies that the respondents are truly aware of what they
must have to do particularly the logging out of their social media accounts.

The result of the study indicating that the majority of respondents are very aware that they should not leave their
social media accounts open in a computer shop has significant implications in terms of preventing identity theft.
By being aware of the risks associated with leaving their accounts open, students can take appropriate measures to
protect their personal information and prevent unauthorized access to their social media accounts. This awareness
can also be extended to other online accounts and transactions, such as online banking, email, and e-commerce.
The findings of the study highlight the importance of educating students on the proper use of technology and the

potential risks and dangers associated with online activities.

Table 5. Test of significant differences between the level of awareness of cybercrime when the respondents are

grouped according to profile

Profile P-value X? Decision

Age .000305 21.08 Significant
Sex .00001 57.47 Significant
Grade Level .043928 6.25 Significant
Academic Strand .029748 17.03 Significant

Table 5 presents the test of significant difference between the level of awareness of cybercrime when they are

grouped according to their profile.

It is evident that there is a significant difference in terms of the level of awareness of cybercrime when the students

are grouped according to their age. When senior high school students are grouped according to their age, there can
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indeed be a significant difference in their level of awareness about cybercrime. Generally, older students may have
more exposure to technology and online platforms, leading to a higher level of familiarity with potential risks and
threats. However, it is important to note that individual experiences, interests, and prior education can also

influence their level of awareness (Neubauer et al., 2019).

For younger senior high school students, who may be new to social media and online interactions, there could be a
need for more foundational education on topics such as online privacy, safe internet practices, and responsible
social media use (Fox et al., 2019). These students may require more guidance in understanding the potential risks

and consequences associated with their online activities.

On the other hand, older senior high school students might have had more exposure to cybercrime incidents or
have witnessed the consequences of online threats (Cheng et al., 2020). They may be more aware of issues like
cyberbullying, scams, and phishing attempts. However, it is still crucial to provide them with advanced knowledge

on topics such as sexting, digital reputation, media literacy, and reporting cybercrime incidents.

On the other hand, it is evident that there is a significant difference in terms of the level of awareness of cybercrime
when the students are grouped according to their sex.When senior high school students are grouped according to
their sex, there may be differences in their level of awareness about cybercrime due to varying online experiences
and socialization. Females often display a higher level of caution and privacy awareness, being more mindful of
their online activities and interactions. They may have a greater understanding of the risks associated with sharing
personal information and be more proactive in protecting their online privacy. Additionally, females may be more

likely to seek help or support when facing cyberbullying or online harassment situations (Zhu Huang et al., 2021).

On the other hand, males might exhibit different patterns of behavior and risk perception when it comes to
cybercrime. They may be more prone to engaging in risky online activities or taking part in confrontations or
cyberbullying incidents. It is essential to address these tendencies and provide education that emphasizes
responsible online behavior, empathy, and respectful communication to ensure a safe and inclusive digital
environment for all students (Cortesi et al., 2020). By recognizing and addressing the unique challenges and needs
of each gender, we can promote a comprehensive understanding of cybercrime and empower all senior high school
students to protect themselves and others online.It is important to note that these differences should not be
generalized to every individual, as individuals' experiences and awareness levels can vary regardless of gender. A
holistic and inclusive approach to cybercrime awareness should take into account individual differences and

provide education that is relevant and beneficial to all students (Mohammad et al., 2022).

It is evident that there is a significant difference in terms of the level of awareness of cybercrime when the students
are grouped according to their grade level. When senior high school students are grouped according to their grade
level, there can be notable differences in their level of awareness about cybercrime. Younger students in the lower
grades may have less exposure and experience with the online world, requiring more foundational education on
basic cybercrime awareness (Venter et al., 2019). They may need guidance on topics such as online privacy, safe
internet practices, and responsible social media use. These students may be less familiar with potential risks and

may benefit from targeted education to build a strong foundation of digital literacy.
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In contrast, older students in the higher grades may have already developed a higher level of awareness about
cybercrime due to their increased online presence and longer exposure to digital platforms. They may have
encountered or witnessed various online threats, such as cyberbullying or phishing attempts. For these students, it
is important to provide more advanced education on topics like identity theft, online fraud, and protecting personal
information (Makkonen et al., 2019). Focusing on critical thinking, media literacy, and the long-term
consequences of online actions can help them navigate the digital landscape more safely and responsibly as they
approach adulthood.By recognizing the unique needs and knowledge levels of students in different grade levels,
educators can tailor cybercrime awareness programs to effectively address their concerns and equip them with the

necessary skills to protect themselves and make informed decisions in the digital world (Ahmad 2020).

It is evident that there is a significant difference in terms of the level of awareness of cybercrime when the students
are grouped according to their academic strand. When senior high school students are grouped according to their
academic strand, there can be significant differences in their level of awareness about cybercrime due to the unique
focus and subject matter of each strand. For instance, students in the STEM strand may have a more advanced
understanding of technology and digital systems, making them more aware of cybersecurity threats and measures.
They may have a greater familiarity with concepts like coding, encryption, and network security (Chong et al.,
2021). Educators can further enhance their cybercrime awareness by delving into topics such as ethical hacking,
data protection, and emerging cyber threats relevant to their STEM-focused studies.

In contrast, students in the ABM strand may benefit from targeted education on cybercrime in the context of
business and finance. They may be exposed to concepts such as online fraud, financial scams, and data breaches
that can impact organizations and individuals. Understanding the importance of secure financial transactions, data
privacy, and compliance with legal regulations related to cybersecurity can be particularly valuable for these
students (Tao et al., 2019).

Similarly, students in the HUMSS strand can explore cybercrime awareness from a sociocultural and ethical
perspective. They may delve into topics like cyberbullying, online harassment, digital rights, and the impact of
technology on society. Educators can emphasize media literacy, responsible digital citizenship, and the ethical
considerations of online behavior in their cybercrime education. By tailoring cybercrime awareness programs to
each academic strand, educators can effectively engage and equip students with knowledge and skills that align
with their specific interests and future career paths (Franklin et al., 2019). This approach ensures a comprehensive
understanding of cybercrime, empowering students to navigate the digital world safely and responsibly regardless

of their chosen academic focus (Zubala et al., 2021).
2% 4. Conclusion and Recommendations

In the digital environment, technology plays an important role for students. These technologies provide both
advantages and disadvantages. Technology led to the emergence of Cybercrime around the globe and may be a risk
to every individual. Young Internet users should be made aware of the threats to their lives if they may become a
victim. Based on the findings of this study, the following conclusions were arrived at (1) The profile of the Senior

High School students is different from each other in many aspects. However, according to the range of their ages,
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they are aware of what Cybercrime is and its possible outcomes due to their maturity level. (2) even though the
Internet is rampant nowadays, they must act responsibly. (3) The result gathered from the students in the questions
they had answered was a good reminder that they were interested and could relate fully to the topic.

Senior High School students are aware of what Cybercrime is and its possible outcomes due to the level of maturity
they have. However, they still need to act responsibly when using the Internet to prevent themselves from being
victims of Cybercrime. The students showed good interest and understanding of the topic, indicating that it is
important to continue educating young internet users about the risks and threats of Cybercrime.

Overall, the study highlights the importance of cybercrime awareness among Senior High School students and the
need for continuous education to help them protect themselves and stay safe in the digital environment.

In light of the conclusions made in this study, the researchers recommend the following:

To the administrators- Administrators can organize seminars or workshops to educate students on cybercrime and
its potential consequences. These events can also provide students with the necessary skills and knowledge to
identify and prevent cybercrime. Implement strict policies - Schools can implement strict policies on the use of the
internet and social media to prevent cybercrime. These policies should include guidelines on what students can and
cannot do online and the consequences of violating these rules. Encourage reporting - Administrators should
encourage students to report any cybercrime incidents they encounter or witness. This will enable the school to
take the necessary steps to prevent further incidents and provide support to victims. Collaborate with
parents/guardians - Schools should collaborate with parents/guardians to educate students about cybercrime. This
can be achieved through parent-teacher conferences, newsletters, or workshops. Regularly update and monitor
security measures - Administrators should ensure that the school's security measures, such as firewalls and
anti-virus software, are up-to-date and functioning properly. They should also monitor the school's network

regularly to detect and prevent any cyber threats.

To the faculty- The faculty can collaborate with the school administration to include cybercrime awareness as a
topic in their curriculum. This will ensure that students are well-informed about the dangers of cybercrime and
how to protect themselves from being victimized. Conduct regular workshops and seminars: The faculty can
organize regular workshops and seminars for students to increase their awareness and knowledge of cybercrime.
Inviting experts in the field to speak on the topic can also be beneficial. Promote responsible Internet use: The
faculty can also play a role in promoting responsible Internet use among students. They can remind students to be
mindful of their online behavior and the content they share. Encourage students to speak up: It is important for
students to know that they can speak up if they have been victimized by cybercrime. The faculty can encourage
students to report any instances of cybercrime to the appropriate authorities or school personnel. Monitor students'
online activities: Finally, the faculty can monitor students' online activities to ensure that they are not engaging in
risky behavior that could make them vulnerable to cybercrime. This can be done through the use of monitoring

software or by having regular check-ins with students.

To the parents - Educate themselves about the dangers of cybercrime and the various ways in which it can affect

their children. Monitor their children's internet activities and be aware of the sites they visit and the people they
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interact with online. Encourage their children to talk to them if they experience any form of cybercrime, such as
cyberbullying or identity theft. Teach their children how to protect themselves online, such as by using strong
passwords and avoiding sharing personal information online. Advocate for the inclusion of cybercrime awareness
and prevention programs in their children's school curriculum. Set rules and guidelines for their children's internet
use, such as limiting screen time and not allowing access to certain sites or apps. Seek professional help if they
suspect that their child has been a victim of cybercrime or is exhibiting concerning behavior online. By
implementing these recommendations, parents can help ensure the safety and well-being of their children in the

digital world.
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