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ABSTRACT
Computer laboratories of educational institutions have increased the information technology infrastructure. However, it is very much exposed to
several threats and vulnerabilities when it comes to the information that was kept in several workstations inside the laboratory. The study addressed
the security issues in terms of the use of the computer laboratories using the barcode technology in regulating the entry point of the students and
logging in the attendance log. It will only allow student users who were currently enrolled based on the schedule laboratory time and who has an
account in mymu server.
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I. Introduction
Students use computers in the laboratory as part of the subject taken to conduct research, complete assignments,
exercise laboratory activities, and interact with instructors and other students. Recently risk factors of computer
laboratories of educational institutions have increased owing to the development of information technology and
infrastructure [1]. Computer laboratories of the school are a typical place where workstations, the interconnecting
network, and other devices are exposed continuously to several threats. On a large scale, risks can be traced back to
the students’ malicious and random actions. However, external threats cannot be excluded either.
In such situation, it is important to interpret properly the need for protection on different fields of information
technology, not only the hardware security has to be ensured, but one should also cope with network
communication and data security issues, as well as the vulnerabilities of the operating system have to be taken care
of. Nevertheless, protection should be a priority in order to ensure the easy maintainability as well as the
continuous availability of the workstations and the connected services.
Moreover, there are several technologies and methods for the security related design, management and
maintenance of computer laboratories of educational institutions. In order to ensure the continuous availability and
the proper maintainability it is crucial to protect the operating systems of the workstations as well as the whole
network against internal and external attacks [2]. Cost is always an important factor that influences the
procurement of tools and devices as well as the selection of applicable methods, especially in computer
laboratories. However, there are other aspects of security like the short and long time effects of a successful
harmful activity that should be also taken into consideration before a decision. Besides, even when someone has a
reduced budget, there are always low-cost or even no-cost entry level options like the introduction of a security
focused attitude, definition of a proper computer laboratory usage policy, etc. The study developed an access
control and monitoring system that could contribute to the implementation of a safe, secure, and well maintainable
computer laboratory. This study will use the barcode technology by regulating the entry point of a LAN client in
ISSN: 2581-5059

www.mjbas.com
18

Mediterranean Journal of Basic and Applied Sciences (MJBAS)
Volume 5, Issue 1, Pages 18-27, January-March 2021
computer laboratories connected to a local area network. The study will implement the access control and
monitoring system to tighten the security of the LAN workstations with convenience. It monitors the activities of
the users connected to the LAN by providing a real time view and user client’s activity logs.
Based on the foregoing, it is therefore desirable to provide an access control and monitoring system, which
accordingly can systemize the knowledge of the laboratory in-charge such that common problems can be detected,
isolated and fixed by generating a report before such problems become critical. A lot of students were complaining
to the laboratory in-charge when workstations inside the laboratory were not working.
Any student can use the computer laboratory even if not enrolled in the laboratory subject. Some of them take
something such as memory, mouse, keyboard, etc. from the laboratories and change the settings of the workstation.
There is no monitoring or record keeping of students who used the computer unit in the laboratory. If there is a
damaged computer unit or any untoward lost or incidents in the laboratory, there is no record for the last student
user in a particular workstation.
The objective of the study is to develop an access control and monitoring system which utilize the usage of barcode
technology to improve effective and efficient security system. Notwithstanding the study aims:
o

To place a barcode reader near the entrance door access system and class attendance system using student
ID for the access.

o

To design and develop Graphical User Interface (GUI) software to input student profile will be stored in a
database and can be used by the entrance door access system and class attendance system.

o

To keep a record of student who utilize the workstation in the laboratories.

II. Related Literature
Computer laboratory users upload and share content in the websites [11] or within the laboratory workstations and
sometimes changed the settings of each computer unit and can even view other workstation content.
Securing the physical access could serve as a first step towards the ideal protection level of the computer
laboratories. One can control the group of people entering a computer laboratory using possession based
authentication like magnetic access cards, smart cards, barcode technology, etc. or knowledge based
authentication such as a PIN number reader based solution [3, 4, 5]. The advantage of possession based
authentication tools are that they are usually cheap and can be immediately disabled when they are stolen or lost.
The study is a premise of "Computer Lab Management System Web Application" by GeorgiOssipov [7]. The
system is designed for managing computers used for software testing. The computers, known as hosts, can be
either a physical machine or a virtual one which will be run on the user’s computer and grants access via TCP/IP
[12]. The main function of the develop application was to be able to reserve certain host for testing software
functionality and to keep track of Host’s software licenses and IP addresses configured for those hosts. The
computer lab management system helps the system administrator to keep track of all the available resources (e.g.
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networks, servers, storage, applications and services) [16] and point physical machines on which they are hosted.
Thus, Computer laboratory management was created to support the testing in remote sites [13].
Laboratory Management System by Hasral Harfizal Bin Mohd Zait [8] is an application that manages several tasks
of Faculty of System and Software Engineering (FSKKP) laboratories at University Malaysia Pahang (UMP). All
of the laboratories are equipped with the Laboratory Management System in accessing the laboratory facilities by
the registration made by the faculty to the said class [14].
Cyber Cafe Management System by Dhanoop Bhaskar and Ashrafi Osama [9, 10] is a software package which can
be used in cyber cafes for managing client’s computer efficiency. The objective of the software is to maintain the
details of the users, cabins, and login history. It provides the facility of prepaid and postpaid accounts respectively,
for Account users and walk-through users. It has features like adding, viewing, editing of user details, cabin
details, recharge option for prepaid users, billing, tariff settings, etc. After they are logout the time and amount will
be automatically generated at the server module and the bill is provided to the user.
The study of Borrero and Marquez [15] developed augmented reality-based lab system that enabled teachers and
students to work remotely (Internet/intranet) in current classroom laboratories, including virtual elements which
interact with real ones.
Research done by Xu et al. [17] and Achuthan et al. [20] on the use of virtual laboratory helped students understand
and solved real-world problems with sufficient laboratory resources and improved efficiency. It makes use of
hardware located in different physical locations, VMWare software to manage the virtual resources and NetLab+
to manage the configuration of multiple different virtual scenarios [19].
Naidoo and Naidoo [18] focused on blended learning in mathematics using computer laboratory to create a
learning environment that promoted interactive learning by giving projects together with traditional teaching.
The literature and studies presented and discussed were all relevant to the research study of system development
"Access Control and Monitoring System for Computer Laboratory". However, the system differed from those
cited is more reliable and effective because of the hybrid features that enhances the system.
III. Methodology
The study utilized the developmental research method which is accomplished using Systems Development Life
Cycle (SDLC) Methodology used by Chakraborty et al. [1] with modification which has been defined as the
systematic study of designing, developing, and evaluating computer programs, process, and products to meet the
criteria of internal consistency and effectiveness. Generally, an SDLC Methodology follows these steps which will
address the problem stated in this study: (1.) If there is an existing system, its deficiencies are identified. Recently,
Misamis University has mymu website that allows the students to view their grades and to update on their bill of
payment. (2.) The new system requirements are defined. To maximize the use of mymu account, the study will
utilize the existing system in the access control and monitoring of computer laboratory usage. (3.) The proposed
system is designed. Plans are created, including programming and security issues. (4.) The new system is
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developed. The new components and programs must be obtained and installed. (5.) The system is put into use. The
flow of the proposed system is presented in Figure 1.
A computer laboratory usage policy defines when, how and by whom laboratory resources can be used. Its positive
effect is that it creates a clear situation by defining possibilities and boundaries. Elements of this rule collection are
stated in the policies and procedure manual [6].
Providing these systems in the computer laboratories will tighten the security and monitoring of the activities
inside the laboratories. The role of the user is to provide data for attendance logs in order to access the laboratory
resources. Attendance logs are based on the information given by the barcode data. The system will checked if the
student is currently enrolled in the computer laboratory. If enrolled, the system will checked the schedule of the
student if it coincides with the time of the laboratory time. Once it is authenticated as a registered user, the student
can now open and used the workstation. Unregistered user information such as ID number will be denied by the
system. If the student is not enrolled or not yet on the scheduled time of the class, the student was still allowed to
seat-in and use the resources inside the laboratory.

Fig.1. The flow of access control and monitoring on the computer laboratory
In this perspective software design and development is viewed as an activity whose goal is to produce a tool that is
expected to have an effect to the security and access level. The design will be grounded in some learning theory
which gives the framework for the software design (the requirements). Some software of this kind does incorporate
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elements of a security and access strategy, but these are embedded in a framework which is explicit in the software.
From the designer's or a developer's perspective, the arena of security and access is in the interaction and behavior
of the students as users of the computer laboratories. The barcode reader, which was placed on the monitoring
computer served as the first device to accept input data which was converted as attendance logs. This attendance
logs was based on the information stored in the barcode data of the user’s identification card. The attendance
station was then connected to the mymu server, via a switch/ hub, which checked the username and password of
the user who wanted to use the computer laboratory resources. The monitoring computer acted as the controller for
the different client station in the computer laboratory. The client station has an interface intended for time
blocking, which serves as the main module for client station access control. This kind of architecture can be
presented in Figure 2.

Fig.2. Architectural design of the study
IV. Results and Discussions
Monitoring the users of computer laboratory is very important in terms of the usage of the different resources
inside. In Misamis University, the students were having computer class wherein they are going to get inside the
room if it is already their scheduled class time. However, there are also students who will be using the computer
laboratory even if they are not enrolled on the subject. With that, the usage of the resources is not properly monitor
as well as the access of the computer unit because everyone can use it. With the implementation of the study, it will
help in the control of student users inside the computer laboratory and monitor the resources used.
The system started with the use of a barcode reader in reading the student identification which will be read by the
monitoring computer which is run in order to allow the student to access the laboratory. Once the ID is read, the
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student can now use the workstation inside the laboratory. Figure 3 presented the graphical user interface of access
control for laboratory.

Fig.3. Graphical user interface of access control for

Fig.4. Access Control and Monitoring

laboratory

Database

Figure 4 presented the database of the access control for laboratory. It contained the logs of the users of laboratory
resources. Figure 5 presented the user’s authentication in the workstation using username and password. The user
cannot access any application in the workstation unless the username and password entered matches to the mymu
server.

Fig.5. Access Control Login
Figure 6 presented the mymu account of students where username and password entered in the access control login
is checked whether it matched or not.
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Fig.6. mymu account
Figure 7 presented the PHP codes that were being invoked to check whether the username and password entered by
the user in the access control login matches to the mymu account.

Fig.7. PHP codes in checking username and password
Figure 8 presented the visual basic codes that will manipulate the PHP code found in the mymu server. The
purpose of this code is to invoke the PHP code that checks the username and password of the user. The subroutine
check_user checks the username and password of the user. The subroutine check_schedule checks whether the
user is currently enrolled on the class schedule.
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Fig.8. Visual Basic code that will grant the user to access
Figure 9 presented the report generated by the monitoring computer that shows the logs of users including the
status of use which is class or seat-in.

Fig.9. Report on users’ logs
V. Conclusions and Recommendations
Computer laboratory as one of the facilities in every university or colleges helped students to do hands-on
activities. There are several resources found in the laboratory which assist students in their projects, online
activities, and even online quiz or exams. In the computer laboratory of Misamis University, there is a ratio of 1
student for 1 computer which means every student held responsible in the use of the computer unit during their
scheduled time. Supposedly, only those students who are enrolled with a laboratory class can enter and use the
laboratory. However, since there is no strict monitoring on the use of laboratory, students may use the resources
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even if they are not enrolled or not yet their scheduled time. Problems like the change of desktop settings and other
configuration, loss of computer peripherals arise due to lack of monitoring the laboratory users. With the
implementation of the developed system which is to provide barcode technology for the entrance of the students
and the authentication of students enrolled subjects for the laboratory use, the researcher created a system that
provide logs of the student who use the computer unit and other resources inside the laboratory. There is a balance
in access control and monitoring of laboratory resources since student will just be using one account in the
laboratory entrance using their mymu account. The system was capable of generating report of student who use the
laboratory in terms of the last computer user, identifying the type of student user as to seat-in or class-enrolled.
Organizations that had computer laboratories should utilize the developed system in order to strengthen the
security of the users of the laboratory resources.
For future work, the researcher would like to recommend on monitoring the application that runs in the
workstation, inventory on the features of the workstation and the activities done by the users.
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