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1. INTRODUCTION 

Diseases are usually caused by certain physiological parameters of the human body, such as heart rate, oxygen 

saturation, body temperature, blood pressure, etc. - associated with your changes. Diagnosis of these diseases 

involves some hospital controls to measure differences in physiological parameters, and then determines the 

presence or absence of these diseases. Due to recent developments in the Internet of Things and wireless sensor 

networks, many attempts have been made to transmit patient data remotely without having to go to a hospital 

[1]-[5]. This will help doctors / practitioners determine what action to take or refer for specific medical care. In 

critical situations, the transmission of critical patient data can have a significant impact on patients' lives [6]. With 

the availability of cloud computing, a paradigm shift in computing and data storage, IoT-based health monitoring 

systems have found new ways to innovate. In the cloud, patient data is processed and stored. Not only can 

patients' viability be monitored in real time, but they can be rescued for historical review. Storing a patient's data 

in the cloud has many benefits, including availability, reliability, and convenience at a relatively low cost [7], [8]. 

The system proposed provides a real-time, secure solution for private health records in the cloud. IoT biosensors 

are used to record key biological parameters (heart rate, oxygen saturation, and body temperature) of a 

comfortable patient. The IoT-based microcontroller then processes the public cloud, encrypts it, and delivers its 

secure health parameters. Patient data is protected by the AES algorithm. AES is used in the our system to protect 

patient data before it is stored in the cloud. This ensures the confidentiality of the data and the secure 

dissemination of patient data across public networks. Also, our system provides an alarm system by sending an 

email to the parents of some patients or to a coordinator if the physiological signals are outside the normal range. 

2. RELATED WORK 

Recent developments are adopted in the literature of health monitoring systems. These developments span over a 

wide range of technological and functional aspects. For example, MobiHealth [9] and MobiCare [10] systems 

employ mobile cellular networks (GPRS and UMTS) to transmit vital signs to healthcare centers. Gupta et al. [11] 

adopted IoT and microcontroller to monitor the vital signs of the patient. They considered only one perspective, 
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before being sent to the cloud for storage. A Node MCU microcontroller is used to perform processing and encryption functions and to provide 

connectivity to the cloud via Wi-Fi. In addition, a medical specialist can view private health data in real time only after providing the decryption 

credentials. In addition, the proposed system provides an alert by sending an e-mail to certain parents of patients or to a coordinating specialist if the 

vital signs are outside normal rates. The proposed system provides confidentiality, security and real-time connectivity for private health data records. 

Keywords: Secure Health Monitoring, Internet-of-Things (IoT), Cloud Computing, AES Encryption. 



 

 

Mediterranean Journal of Basic and Applied Sciences (MJBAS) 

(Quarterly International Journal), Volume 4, Issue 1, Pages 35-42, January-March 2020 

  

36 | P a g e                            ISSN (Online): 2581-5059                                                                  Website: www.mjbas.com 

which is the ECG signal. Raspberry Pi was used to collect data from wearable sensors and send it to the MySQL 

database. The authors also employed the GSM wireless network to send alert messages to healthcare centers in 

emergency cases. 

In [12], the authors integrated IoT and cloud computing in building ECG mobile app. Microcontroller board was 

used to capture ECG signals from a patient and send it to the mobile device in a wireless manner using Bluetooth. 

ECG data is saved as a binary file into an SD card of the mobile phone and the user has the ability to send this file 

to the cloud to become available for specialist inspection. 

In [13], the authors implemented an IoT sensing module to measure various vital signs (ECG, body temperature, 

patient position). This module is connected to a local webserver via COM connection for local monitoring and can 

send measurements to cloud storage for remote monitoring. 

3. PROPOSED SYSTEM 

The implementation of the proposed system involves a three-layer structure of different technologies collaborated 

together to accomplish the system goal. The layers of the proposed system are the patient layer, the cloud layer, and  

the doctor/specialist layer. The system architecture of the proposed system with three layers is shown in Fig. 1, and 

described as follows. 

A. Patient Layer 

The patient layer consists of the patient itself, and an IoT module. The IoT module consists of a number of 

biomedical sensors that measure the key vital data (i.e. heart rate, blood oxygen saturation, and body temperature), 

and a WiFi-based microcontroller which processes this vital data, encrypts it using AES algorithm, and sends it 

directly to the cloud database over WiFi. MAX30102 [14] is a high sensitivity pulse oximeter employed to measure 

heart rate and blood oxygen saturation. as shown in Fig. 2-a. DS18B20 sensor [15] is used to measure body 

temperature, as shown in Fig. 2-b. These sensors are connected to the ESP8266 NodeMCU [16],[17],[18],[19] 

microcontroller which controls the whole system and provides the processing and transmission functionalities (Fig. 

2-c). ESP8266 NodeMCU is an emerged IoT device with small size, low cost, self-contained WiFi module, high 

processing speed, and is also capable of running self- contained applications. 

B. Cloud Layer 

The cloud layer is responsible for providing a safe place for private health data. Cloud receives sensitive data from 

the patient layer and stores it in a ciphered form, which makes the system more robust against not only external 

attacks but also internal attacks that can be initiated by the cloud service provider itself. The cloud layer is not 

charged in any processing on data but delivers data as it is to the next layer. 

C. Doctor/Specialist Layer 

This layer enables specialists at trusted healthcare centers to monitor and track the patient’s vital data in real-time. 

This enables specialists to predict any unusual activity and can assign precautions to prevent any emergency case. A 

backend mechanism is used to fetch and decrypt received data and deliver it to the monitoring dashboard. 
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First, specialists should login via a web interface to be authenticated and prevent fraud access, and then they are 

directed to the monitoring dashboard. The web interface is developed using HTML5, JavaScript, BootStrap, and 

ASP.NET. 

 

Fig.1. Architecture of the proposed system 

     

Fig.2.: (a) MAX30102 sensor, (b) DS18B20 sensor, and (c) ESP8266 NodeMCU WiFi  Devkit 

Although there are plenty of researches and papers on the topic of health monitoring, our research, unlike most 

monitoring systems, added some key contributions in the field that are: 

1) The proposed system relies on a WiFi-based connection, which provides fast communication between the patient 

module and doctor module with low power consumption compared to other technologies such as GPS, ZigBee, or 

GSM technologies. 2) It encrypts patient vital signs before sending away to the cloud, which provides a high level of 

security of information, and keeps privacy for the patient itself. 3) Also, it provides email-based notifications sent 

to those related to the patient in emergency cases. 

 

Fig.3. Hardware implementation of IoT module 
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decryption credentials. Securing patient data ensures data privacy and secure distribution of patient data in public 

networks. In addition, the proposed system provides an alert by sending an email to some patient relatives or 

coordinating doctor if vital signs are outside of normal rates. 

Monitoring dashboard, shown in Fig. 5, reveals patient vital data displayed in real-time for each physiological 

parameter. Figure 6 shows an alert message sent to a patient relative from the proposed system indicating that 

monitored patient is in an emergency case. 

 

Fig.5. Monitoring dashboard 

 

Fig.6. Alert message sent indicating that monitored patient is in emergency case 

6. CONCLUSION 

Health monitoring systems play a key role in health and early warning of health-related issues. In 

addition, these systems reduce medical costs in terms of periodic hospital check-ups and medical visits. 

As a result of this growing demand, it has become necessary to develop a system that transmits health 
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data from a patient's location to a relative or doctor. This article introduces a secure, inexpensive and 

reliable health monitoring system that provides real-time monitoring dashboards for biological 

indicators in a secure environment using IoT technology and cloud computing. The proposed system 

included the AES algorithm to encrypt the vital signals occupied by the sensors before sending them to 

the cloud for storage. The Node MCU microcontroller is used to perform processing and encryption 

functions and to connect to the cloud over WiFi. In addition, the proposed system provides an alert 

when sending e-mails to individual patient relatives or the coordinator when physiological signals are 

outside normal speed. 
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